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Foreword

How to maximize the value of IT to your company?

If you're a CIO or an IT manager who would like to maximize the value of IT to
your company, then this book is for you. It explains a framework of the best
practices (Cobit) for IT to strategically align with the business, to deliver
business values at low costs with low risks, using concrete and easy-to-
understand examples.

Why should you choose this book?

- It uses concrete examples to demonstrate the true meaning of the abstract
concepts.

- ltis concise. There is no lengthy, abstract description.

- Free sample chapters are available on http://www.agileskills2.org. You can
judge it yourself.

Target audience and prerequisites
This book is suitable for:

e ClOs who would like to learn Cobit and/or to enhance their current
governance framework with Cobit.

* |IT managers who would like to learn the best practices in IT governance to
further advance their career.

» IT team leaders who would like to learn the core concepts in IT management.

In order to understand what's in the book, you need to know the basic purposes
of the common IT applications and technologies such as CRM, collaboration
platform, e-learning, POS, Windows, Linux, OS, web server, database server,
firewall, etc. You do NOT need to know any technical details. You do NOT need
any formal management knowledge either.

Organization of the book
The book is organized into four parts:

1. Chapters 1-10: They are about strategic or long term planning and
defining the fundamental elements of the framework.
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2. Chapters 11-18: They are about the introduction of IT solutions
(evaluating, buying, developing, implementing).

3. Chapters 19-31: They are about operating and supporting the IT

services.
4. Chapters 32-35: They are about the overall evaluation of how well
you're doing.
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What is strategic IT planning?

Simply put, strategic IT planning is to suggest various IT solutions to support
business objectives or strategies. For example, suppose that you are the CIO of
a school and that the school has an objective of improving education quality. It
may have defined business strategies to achieve that objective like:

» Making learning fun
» Engaging parents

As the CIO of the school, you could suggest various IT solutions to support one
of those strategies. For example, for the first strategy ("Making learning fun”),
you may suggest some possible IT strategies:

* Provide educational games to the teachers.
* Provide training to enable teachers to develop interactive courseware.
» Locate and provide the best student-engaging lecture videos to the teachers.

Note that each IT strategy must have a clear linkage to the business strategy so
that it will create business value. For example, it is assumed that educational
games will make learning fun because students like playing games.

Value is one of the three major concerns of Cobit and in IT governance in
general. Cobit is a popular framework for IT governance. It stands for Control
Obijectives for IT. You'll see what control objective means in the future.

Costs and resources

After coming up with these IT strategies, you will explain them to the CEO (the
principal) and business executives (the vice principals) to let them choose which
ones to proceed. However, without the information regarding the costs incurred
by the needed resources for each IT strategy, it is just impossible to choose
(cost is the second major concern of Cobit). So, you have to provide such
information. For example, for the IT strategy of providing educational games,
you may need:

+ $1,000 (cost) for a site license for each game (software).

» Teachers (people) to attend a training session.

» Technical support team (people) to provide support to the teachers (service).
» A server (hardware) to host the games.

* A certain internal network bandwidth (network).
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Using this information you can estimate the total cost.

For these resources (people, software, hardware, network) to work together,
you need processes. For example, for the support service, you need to define a
process to handle the support requests; for the server to host the games, you
need a process to maintain its security. This supply or implementation side of IT
(resources, processes) is called Enterprise architecture for IT in Cobit.

Risks

What if some students become addicted to the games? What if some parents
don't want their kids to play games? These risks must be communicated to the
CEO and business executives to help them choose which IT strategies to
pursue (risk is the third major concern of Cobit).

Control objective

So, you can perform strategic IT planning as described above. But how to
ensure the desired output (IT strategies as selected by the CEO will have good
value, low cost and low risk) will be produced? For example, there are some
success factors:

* You (the CIO) knows the business objectives and strategies well.

* The CEO is willing to make clear decisions.

* You, the CEO and business executives can discuss and negotiate well.

* You can plan (estimate) the costs, risks and other needed resources well.

Each process has its own such success factors and they're key to ensure that
the process is effective (producing the desired output) and efficient (producing
the output at low cost, at fast speed, etc.). Such success factors are called
control objectives in Cobit and is a key concept in Cobit (recall that the term
Cobit simply stands for Control Objectives for IT).

Maturity level

However, even if you're doing the strategic IT planning process very well, it
doesn't mean that the process is embedded in the DNA of the organization. For
example, if you leave the organization and your successor doesn't do it or does
it poorly, then it is not in the DNA of the organization. This is reflected in the
“maturity level” of the process:

» Level 0 (No process): The organization has no process at all.

* Level 1 (Ad-hoc): Different people in the organization have different
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processes to do the same thing.

* Level 2 (Repeatable): Different people in the organization follow the same
process, but the process is informal (not written down), so it is not formally
reviewed, approved nor used for training.

* Level 3 (Defined): The process is formally defined.
» Level 4 (Managed): The process is continuously improved.

* Level 5 (Optimized): The process is considered among the best in that
industry.
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Defining Information
Architecture
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Creating, maintaining and using information for the
business

Suppose that you're the owner of a retalil store. You'd like to use IT to enhance
your business (so, you're also acting as the CIO in addition to the CEO). You
figure that if some products are missing on shelves, you'll lose business. So,
you have to replenish the items on shelve from the storage area promptly and
reorder the items if they're running out in the storage area in a just-in-time
manner. To do that, you can use a POS system to keep track of the items sold,
the items on shelves and in the storage area. That is, you need to create,
maintain and use information that is modeling the real world. That's probably the
most common purpose of business IT systems.

However, there comes a cost of storing information: you have to take good care
of (manage) the information properly otherwise bad things can happen. This is
like owing a car or a dog: once you own it, you have to keep it clean, keep it
healthy and etc.

Keeping information correct

One problem with storing information is that, if unmanaged, the information can
become erroneous. For example, the data in the POS may not match the real
world as time goes by, so you need to perform inventory from time to time to
reconcile them (a process to keep information correct).

Keeping information consistent

Another problem is that information, if it is duplicate, will become inconsistent.
For example, while the POS system contains the information about your
suppliers, you may also need to input such information into your accounting
system for the accounts payable. Why is this a problem? Let's say if a supplier
changes his address and informs you, you will have to update it in both the POS
system and the accounting system. If you forget to do either, the information will
become inconsistent.

How to solve this problem? The ideal solution is to not duplicate the data. For
example, if both the POS system and the accounting system support it, they
could be put into the same database but in different schemas (one schema for
each application), while storing the supplier information into a third schema to
be shared. If this is not supported (some applications may not allow you to
specify the schema), you may have to synchronize the supplier information
somehow between two databases. Both approaches can be considered
enterprise-wide data coordination between different applications, departments
Or processes.
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Keeping information secure

In addition, once keeping the information, you must keep it secure. For the
information regarding the product items, it is not that confidential (confidentiality
is one aspect of information security), but you must prevent ordinary users or
other people from changing their retail prices (integrity is the second aspect of
information security). For the financial information (accessed through the
accounting system), reports like profit and loss should be confidential and
accessible to the management of the company only.

Making sure the information & the processing
system are available

As the operation of your business now relies on the POS system to read and
update the product item information, if the database (information) or the POS
system (processing system) breaks, your business will be severely hindered.
Therefore, you must ensure the availability of the database and the POS system
(availability is the third aspect of information security).

How to do that? You should conduct backups of the database and the POS
system and practice restorations regularly. You could also consider redundant
hardware (e.g., RAID, fault-tolerant server, dual power supply), redundant
power (UPS or power generator), redundant systems (e.g., database
replication, server cluster) and disaster recovery planning.

Archiving or removing the information

Finally, for better performance of the system or to save space, you may want to
archive the information to a long term storage (e.g., DVD) as historical records.

In some companies, if the law requires that the information be kept for a certain
years, they will remove that information after meeting that requirement in case
that the information could be used against them in court (just think the Hong
Kong celebrity Edison Chen who failed to really delete his photos in his laptop!).

Delegating the management responsibility of
information

As there is a lot of different information in the company, it is difficult to depend
on you, an individual, to decide how much care should be put on that
information (How strong should the access control be? How long to keep the
information? How much availability?). Therefore, for each type of information
(e.g., financial information, product information), you (acting as the compliance
officer or chief security officer) should ensure that there is a process to assign
someone as the owner of that information, then let him decide how much
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management care is required. Usually, this can be done by classifying the data
(e.g., in security: top secret, confidential, internal use, public. In availability:
highly available, important, normal, rarely needed).

Information architecture

In summary, to support the business, you plan what information to create,
maintain and use, how to keep it correct, consistent (sharing or synchronizing),
secure (confidential, untempered, available), when and how to archive or
remove it. The processes, methods and documents you create to achieve the
above purposes (properly managing the information) are called the information
architecture for the enterprise.
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