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Foreword

Learn web services and Apache Axis2 easily

If you'd like to learn how to create web services (in particular, using Apache
Axis2) and make some sense of various standards like SOAP, WSDL, MTOM,
WS-Addressing, WS-Security, WS-Policy, XML Encryption and XML Signature,
then this book is for you. Why?

« It has a tutorial style that walks you through in a step-by-step manner.
- ltis concise. There is no lengthy, abstract description.

« Many diagrams are used to show the flow of processing and high level
concepts so that you get a whole picture of what's happening.

- The first 46 pages are freely available on http://www.agileskills2.org. You can
judge it yourself.

Unique contents in this book

This book covers the following topics not found in other books on Axis:
« How to work with Axis2 1.3.

« How to use Eclipse Europa (WTP 2.0) with Axis2.

« How to invoke asynchronous operations using WS-Addressing.

« How to encrypt and sign SOAP messages using Rampart.

- How to send user authentication information using Rampart.

« How to send and receive binary files using MTOM.

« How to integrate Axis2 with Spring.

Target audience and prerequisites

This book is suitable for those who would like to learn how to develop web
services in Java.

In order to understand what's in the book, you need to know Java and to have
edited XML files. However, you do NOT need to know the more advanced XML
concepts (e.g., XML schema, XML namespace), servlet, Tomcat or PKI.



4 Developing Web Services with Apache Axis2

Acknowledgments

I'd like to thank:

- The Axis developers for creating Axis.

- The WSS4J developers for creating WSS4J.

- Anne Thomas Manes, an expert in web services, for reviewing the book (first
edition).

- Helena Lei for proofreading this book.

« Eugenia Chan Peng U for doing book cover and layout design.



Developing Web Services with Apache Axis2 5

Table of Contents

FOr@WOIA. ... e 3
Learn web services and Apache Axis2 easily.........c.....ccouee. 3
Unique contents in this bOOK...............eveiiiiiiiiiiii e, 3
Target audience and prerequisites.........ccovvevvvvviieiiiiiiieieeeeeeinnn, 3
Acknowledgments...........oooiiiiiiiii e 4

Chapter 1 Designing the interface for a simple web service.......... 9
What's in this chapter?.........ccceeeeiiii 10
Providing cross platform operations across the Internet.......... 10
RPC style Web ServiCe.........coooiiiiii e 11
Document style web service...........ccooeveieiiiiiiiiiciiii e 14
Determining the operation for a document style web service. .17
POt tYPe. .o 18
BiNAING. .o 19
PO —————— 20
Target NAMESPACE. ......ccovvi i 22
L AT 1 | U RRRPIN 24
10091 0 F=1 25

Chapter 2 Implementing a web service..........ccccveiiiiiiiiiiiiinnn. 27
What's in this chapter?........cccooeeiiii e, 28
Installing EClipSe.......ccuiiiiiieiee e 28
INSEAllING AXIS2... .o 28
Installing the Axis2 plugin for EclipSe.........cccoviiiiiiiiiiiieiiinnnnns 30
WSDL file for the web service.........ccccoviiiiiiiie, 31
RPC version of the web service.............ccccoooe i, 35
Creating the WSDL file visually............ooovvviiiiiiiiiiiiiiiiiiiieeeeeees 36
Validating the WSDL file......cccooeiieiiieeeeeeeeeeeeeeeeeeeee, 45
Generating a Service Stub.............evvviiviiiiiiiiiiiiieeiaeas 46
Implementing the web service...........ccccceeiiiiiiiiici 52
Deploying a Web ServiCe.........cccooiiiiiiiiii e 53
Creating a client using a client stub..............cccccciiiiiiiiiiiiiiinn, 55
Undeploying a web Service...........ooooveviiiiiii 58
SUMMAIY ...t e e e e e e e e e e eaa e e e 59

Chapter 3 Optimizing the development environment................... 61
What's in this chapter?.........ccccooii e, 62
Placing the class files into Axis directly............cccooiiiiiiiinnnnn. 62

Making changes take effect immediately..........cccccoeeeeiiinnnnnni.n. 64



6 Developing Web Services with Apache Axis2

Debugging a web service..........cccooiiiiiin 66
Generating code automatically...........cccccoeiiiiiiiiiiii 69
Generating client code automatically............ccceeveiiiiiinn. 75
101091 0 F=1 o 76
Chapter 4 Understanding the calling process........cccccooeevveevnnnnn... 77
What's in this chapter?........cccoooeiiie e, 78
Calling a web service without a client stub............................... 78
Seeing the SOAP MeESSAQES.......uuuuuuuuuiuiiiiiie e eeeeans 79
10091 0 F=1 83
Chapter 5 Accepting multiple parameters...........cccccceeeeveieiinnnnnn.n. 85
What's in this chapter?........cccoooeiiie e, 86
Accepting multiple parameters...........coviviiiiiii 86
Interoperability.........ccoooriiiiiiiii 93
SUMMATY ...t e e e e e e e e e eaa e e e 93
Chapter 6 Sending and receiving complex data structures.......... 95
What's in this chapter?.........ccccoooiii e, 96
ProducCt QUENY......coeeeeeie e e 96
Avoiding the type SUFfiX.......ccoeeiiiiiiiie e 105
Sending more data in @ Message.......cccceeeeeeeiiiiiieeeeeeee. 107
Returning faults..........co 108
USING €NCOAEA..........oueiieiiiieeeeeee et 116
Referring to existing XML elements.............cccoovviiiiiiiiiiinnn. 117
Retrieving WSDL files using HTTP.......cccvviiiiriiiiiinn, 122
SUMIMIAIY ...ttt e e e 122
Chapter 7 Sending binary files..........cccccoiiiii, 123
What's in this chapter?.........ooooieiiiiiei e, 124
Providing the image of a product.................coooiiiiiiiiiiiin. 124
Enabling MTOM in the service.........cccccceeeeeiiiiiiiieiieeeis 129
Interoperability..........coooiiiii 129
SUMMIAIY ...ttt e e e e e 130
Chapter 8 Invoking lengthy operations............cccoooiiiiiiiiiiiinnnn. 131
What's in this chapter?.........cccooooiiiiiiiiieiiieeeeee e, 132
Providing lengthy operations...........cccccoooiiiiiiiiieiiiiiiiin 132
Creating the WSDL for business registrations....................... 135
Creating a new thread for lengthy processing........................ 139
Creating an asynchronous client..........................cc 141
Inspecting the WS-Addressing header blocks....................... 144
Avoiding modifications to the message receiver.................... 145



Developing Web Services with Apache Axis2 7

Chapter 9 Signing and encrypting SOAP messages................. 149
What's in this chapter?..........oooeiiiiieeeee e, 150
Private key and public Key............oueiviiiiiiiii 150
Digital signature............ccuvveiiiiiiie e 152
Signing and encrypling..........cceoiiiiiiiiiiiee e 153
Certificate and CA..... ... e 154
Distinguished name............cccccoiiiiiiii 155
Performance issue with asymmetric encryption..................... 155
Keeping key pair and certificates in Java...........cccccvvvvvnnnnn.nn. 156
Generating @ Key pair.........cooovviviiiiiiiiiieeeeeeeeeeeeee e 157
Setting UP @ CA .. 161
Importing the certificate into the keystore..........ccc.c...oooooen. 164
Installing Rampart...............oevvviiiiiiiiiiiiiiiieeeee 167
Signing SOAP MESSAQES........uvvvrrveirieiiieiiiiriiiririeeeeeeeeenae s 168
Supporting digital signatures in the web service.................... 174
Encrypting SOAP mMeSSages.........covvvvveveeeeieieieieeeieeeeeeeeeniann. 179
Security issues when performing both signing and encrypting
................................................................................................ 184
Protecting WS-Addressing header elements......................... 187
Sending login information..............ccceeeiiiiiiiii 188
Modifying services.xml programatically............ccccceevvveennnnnn.... 194
SUMIMIAIY ...ttt ettt e e e e 196

Chapter 10 Integrating Your Web Services with Tomcat and

] o] 11T PP PPP 199
What's in this chapter?..........ooo e, 200
AXis server as a mini-web Server........ccccccceeeeeeeeeeeeeeeeee 200
Installing TomCat.........oooiiiie s 200
Running the Axis server inside Tomcat............ccccvvveeeeeeennnnnn. 203
Invoking Spring beans from your web service....................... 206
SUMMIAIY ...ttt e e e e e 211

REfErENCES. ... .ueiii s 213






	Learn web services and Apache Axis2 easily
	Unique contents in this book
	Target audience and prerequisites
	Acknowledgments

